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“This Is Tom Killen calling from the White
House...”

Perry Polk, Mt. Diablo Unified School District

NetDay96: How do you organize something that yddetDay Championfor the school had already been in
can’t touch or feel? contact with the district's Maintenance and Operations
ﬂepartment, the Curriculum and Instruction department

Our efforts to support NetDay96 got underway 'Izﬁr)d Data Processing.

early January, assisted in no small part by Warren W
iams’ article inThe Databus We formed a coordinating ~ On January 22 (excluding that one school) we had
committee to try to corral the necessary staff support,smmething on the order of seven volunteers for seven
help organize volunteers, and to provide some guidansehools out of 41. By February 5, we were up to ten
Our superintendent had two rules for us: first, the projestdunteers for seven schools. Our committee met and
were not to cost the district budgets any extra monelgveloped a strategy. Our County Office of Education
second, NetDay-related personnel costs were to be keptés not planning to encourage their districts to have
a minimum. NetDay activities. Instead, they suggested that March 9
yas to be spent on a training conference to encourage

The committee set about to work with volunte . .
lunteers and schools alike to develop a solid plan for

groups. As you recall, it was not until January 22 that Wwe
had access to the NetDay Web Page where people were to (See “President’on Page 4
register their sites and resource contributions. We knew

we had a project at Ygnacio Valley High because This Issue:
e N\ NetDay96--An Unexpected SUCCESS.........cccccvvvnennnnn. 3
Late Bl’eaking News NetDay96 Success Stories...and Otherwise.............. 7

Reports have been received that the sponsorgafCisco Systems Committed to Education................. 12
NetDay96 are forming a non-profit organizatio
to promote ongoing NetDay-type activities. Prof | Security Flaw in Netscape Reported....................... 13
posed events include another NetDay on Mgy
18th and a National NetDay in October. Education First Highlights.............cccoevevivieeenieienne. 14
See Page 4 for additional details. Special Reports - The Great Internet Virus Hoax

\S Z | and Viruses and the Internet.................cco.c....... 17-18

April-May, 1996 The DataBus 1



CEDPA Information
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tion within the State of California and to prepare
membership to better meet and support the technolo
needs of the Instructional Program.

CEDPA is a California non-profit corporation,
recognized by the Internal Revenue Service.

As cited in CEDPA's bylaws, the purpose of tk
organization shall be:

(a) To provide information to the California publ
educational community concerning educational data
cessing via dissemination at an annual conference
through periodicals and special interest seminars.

(b) To foster the exchange of knowledge of edy
tional data processing concepts, systems and experi
between educational data processing installations

other associations both at the state and national leve

(c) To inform the association membership of imp
tant information concerning educational data process

(d) To provide recommendations to the State Def
ment of Education, State Legislature, school distri
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organizations concerning educational data processi

(e) To develop professional standards for the Ed
tional Information Systems Community within the St
of California.
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added to CEDPA's mailing list by writing to the addre
below.

President
Ken Jones, Director, Information Services
Lodi Unified School District
1305 East Vine Street, Lodi, CA 95240
(209) 331-7212 FAX:(209) 331-7142
e of e-mail: kjones@lodiusd.k12.ca.us

the President-Elect

in@reg Lindner (1996), Director, Information and Technology
ca- Services
its Yolo County Superintendent of Schools
X 1240 Harter Avenue, Woodland, CA 95776
gical (916) 668-3738 FAX:(916) 668-3848
e-mail: glindner@yolo.k12.ca.us

Secretary
Jane Kauble, Staff Services Manager
Los Angeles County Office of Education
9300 Imperial Highway Downey, CA 90242-2890
(310) 922-6141 FAX:(310) 922-6145
e-mail: Kauble_Jane@lacoe.edu

Treasurer
Mike Caskey, Data Processing Director
Stanislaus County Office of Education
801 County Center Ill Court, Modesto, CA 95355
(209) 525-5098 FAX: (209) 525-4984
e-mail: mcaskey@stan-co.k12.ca.us

DataBusEditor
Addison Ching, Network Design Consultant
(714) 962-0507 FAX:(714) 968-9574
e-mail: addison@deltanet.com

Directors
Judy Acosta (1996), Student Systems Support Manager
Ventura County Superintendent of Schools
5189 Verdugo Way, Camarillo, CA 93012

ro-

AS

NS

ic
pro
and

ca-
BNces
and

2.

or-

Y. (805) 383-1954 FAX:(805) 383-1997
art- e-mail: acosta@vcss.k12.ca.us
cts, L. Russ Brawn (1997), Research Associate
730 Harrison Street, San Francisco, CA 94107
ng. (415) 565-3046 FAX:(415) 565-3012
Ica- e-mail: rborawn@wested.org
ate  rerrell Tucker (1996), Director, Data Processing
Panama-Buena Vista Union School District
4200 Ashe Road
Bakersfield, CA 93313
nd- (805) 831-8331 x144 FAX:(805) 398-2141
lals e-mail: tt@pbvusd.k12.ca.us

D B@arren Williams (1997), Director, Computer & Technology
2SS Services

Grossmont Union High School District
P.O. Box 1043, La Mesa, CA 91944-1043

The DataBuss published bimonthly by the Californ
Educational Data Processing Assaociation and is dis
uted without charge to all members of the association a
to other selected individuals within the State of Califor]
who are interested in information systems processing
technology in education. Correspondence and adc
changes should be sent to:

CEDPA
P.O. Box 6552
Huntington Beach, CA 92615-6552

Electronic Edition available at CEDPA’s web site &
http://www.cedpa-k12.org
©1996 California Educational Data Processing Associat

(619) 465-3131, ext. 333 FAX:(619) 593-9829
e-mail: wwilliams@grossmont.k12.ca.us

SIG Chairpersons
Boutwell, Information Technologies Manager
San Francisco Unified School District
135 Van Ness Avenue, Room 300
San Francisco, CA 94102
(415) 241-6169 FAX:(415) 431-8434
e-mail: eboutwe@sfusd.k12.ca.us

Darryl La Gace, Director of Information Systems
Lemon Grove School District
8025 Lincoln Street
Lemon Grove, CA 91945
(619) 589-5734 FAX:(619) 462-7959
e-mail: dlagace@Igsd.k12.ca.us

a
trib-

nd Eric
nia
and
iress

2 The DataBus

April-May, 1996



NetDay96—An Unexpected Success

Recap: NetDay96 accomplishments surpass expectations of IS Director.
Ken Jones, Lodi Unified School District

| really love it when | am wrong. Netday96 for Lodihe lack of networking hardware, there is a degree of
USD was an unprecedented success. We accidentallyutiderstanding.
a couple of things right in planning and then were very
surprised by the quality and quantity of volunteers and
school staff who made the project work. In total, five of
our 35 sites had significant wiring completed. Odqttp://www_cedpa_klz_org/
elementary school even took the planned 8 classro -
installation and pressed on to complete all 22 classroo%?érren W'”'a””.'s . L
and the library (before noon!). 1 was personally involve rossmont Union High School District
with activities that would make a fire marshall cringe, but

he el h h. . .
the electrons must get throug CEDPA has begun to expand the offerings on its web

Please do not read this column as an out and eigé. Most of the following services are currently avail-
endorsement of the Gage/Kaufman vigilantes. Quitedple to the educational information technology commu-
the contrary, | believe that the goals of Netday96 were gl .
at my district, and many others that | talked with, in spite o
of the dynamic duo. Maybe itwas by design, but Gage and CEDPA Organization: CEDPA’s by-laws and Board
Kaufman’s apparent ignorance of reality was the catalgétPirectors information provide the membership and
which pushed our district into action. Rather than sufEasual observers access to facts about how the organiza-
scribe to the foolish notion that a video tape or two codi@n operates. The by-laws, asis all material on the pages,
a network designer make, our district and others set #{g downloadable to anyone. Members of the Board are

ground rules. No site could participate without distriédentified by position and each has an email link to
approval. In order to receive approval, the site had to fRéilitate communication.

the commitment from a qualified network designer. We ~gppa History and Mission: For 36 years CEDPA

even gave them the job description of such an individyglg peen serving California’s educational technologists.
and held casual interviews of the volunteers prior to og, anyone with information about CEDPA's history

approval. Net_day kits went from “free” to "SpOﬂSOredeease email that information to us and we will expand the
Without muchindustry in our area, donations were alm@st; orical section.

nonexistent. However, district personnel ensured that all

needed supplies were available to the volunteers. We The DataBus: Published every other month and

wanted to create success despite Gage and Kaufmalisgributed to the membership and other interested

inability to deliver on free stuff, and it worked. partiesThe DataBuss once again available online. All
issues since the 1994 Conference edition are located here.

A.ISO contrary tp popular opinion, we did not feel_th he Databuseditor, Addison Ching, will continue to
allowing the planning to commence a day or two prior tQ

March 9th was a good idea. Our network managers rj?]re(%vide a quality source of information on this electronic
with the volunteers weeks prior to Netday to finalize thﬁrmat.

was to be done, and where. Finally, we assigned at leastCalendar of Events: Convention and SIG meeting
one of our in-house network experts to each of tirformation is carried in our events section. Past and
participating sites. We felt that time-and-a-half monéyture convention dates with information about the pur-
saved over fixing a botched job. pose for the conventions is posted. In the near future we

The up-side of the experience (besides five schoB%Oe to include an online enrollment form for the attend-
with lots more Cat5 wire) was the bright spotlight it shin&fs: As the convention date draws near, more information
on our inadequate infrastructure to support the Inter§éll b€ posted to keep you current about the events for the

and other electronic endeavors. Now when | disc&¥Ming activity.
Internet access with school administrators and mention (See “Web Site” on Page 20)
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NetDay Sponsors Forming A Non-Profit
Organization

Connectivity: Organizers push for May 18th as next scheduled NetDay and
propose a National NetDay in October.

Addison Ching

The apparent success of NetDay96 has resultedvé@mdor community is supporting expanding technology
some interesting turn of events. As this issue was gointp our schools. | think that's something we are all
to press, an e-mail message from your well-connectgpportive of—at least | hope so!”

CEDPA Board of Directors came in. _ _ _
Greg continues, “l think we need to get more involved

“ just ‘heard’ from one of the major sponsors oivith the NetDay organization, however, so the actual
NetDay96, that NetDay is now a non-profit organizatiodetDay days are not sprung on us without notice. It is
and their phone number is 415 553-2406," reportetbar that there is a lot of confusion and information
CEDPA President-elect Greg Lindner. “l also heard thatculating regarding future NetDays. Itis also clear from
the next NetDay for California is scheduled for May 18everal reports that | have heard that NetDay96 was
and the next National NetDay is scheduled for Octold@ghly successful. So... if we're involved in the planning
19, 1996.” process for future NetDays, they may be even more

. i , , successful than the first one.”
Greg attempted to obtain additional information about

this new development. “I logged onto the.. lto:// Greg has an excellent point. CEDPA will be investi-
netday.well.com/ but found nothing about the ‘next’'gating ways of involving itself with the newly-formed
NetDay.” NetDay organization as your planning representatives.

opefully this participation will result in more effective
nning and communication of future NetDays with the
#nologists who are the underpinnings of NetDay ac-
es.

Next, Greg called the above number but receive
voice mail message. He eventually received a call b
from a NetDay spokesperson named Teresa. Based ory
conversation with Teresa, the following information was

obtained. Greg Lindner contributed substantially to this article.
THE FACTS:

Teresa stated that they are in the process of setting
themselves up as a non-profit organization. She agresident
stated that an October 19th National NetDay is bei
discussed and that it may turn out to be a “NetMont
instead.

I’E;gontinued from Page 1)

schools. On the other hand, we at Mt. Diablo had a big

She further stated that the next NetDay is beipgoject that was already underway. We decided that Mt.

proposed and discussed for May 18th but is not firm. Sbgiblo would go our own way and targeted our own
stated that the NetDay organizers want people to “kegiBtrict planning conference for February 24.

going” with their networking projects and not just stop

because NetDay96 is over. That's why they are consid- W€ attended the State NetDay Workshop and fortu-

ering targeting a date (such as May 18th) to give people: ely heard both John Gage and Michael Kaufman. They

specific day to shoot for and to encourage them to c can excellent job in gxplaining the cc_)ncgpt, whipping

tinue with and/or finish up their networking projects. up interest and explaining both the motivation and future
plan. Frankly, I was shocked to find that the venture was

What does this mean to Schools? not altruistic but clearly political. | should have known

hat h school to decid . h_a ter my years as an elected official that “everything” is
That's upto each schoolto decide. Greg says, "I thigisical, but | confess | thought this idea was pure.

itis good that schools are getting wired and the public and
(See “President” on Page 5)
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President

(Continued from Page 4

I interpreted John Gage’s objective to wire schoolstioe importance that the NetDay project be consistent with
obtain the perceived benefits of access to the Internet {Hie tech plan. Our District Technology Coordinator, Mac
let educators argue the merits of the technology in tBarey, talked about the importance of consistency and
classroom.) In addition to that, however, another of letandard setting from our perspective. We had a section
objectives was to create an information network so tat organizing a NetDay activity. Our M&O department
data, true or not, accurate or not, and without any interprepresentative talked about construction standards, cam-
tation by “the education bureaucrats,” could be magas security, safety and environmental issues, e.g., asbes-
available to anyone and everyone. He claimed thatfinaihs. We then talked about networking, cabling and
for the first time people will know everything they wanaccessing the Internet, and the importance of testing,
to know about schools. He also said that his childrerspection and “as built” drawings. Finally, we had a
attend schools in Berkeley, and he had never and wosddtion on hospitality, public relations and risk manage-
never attend a school board meeting as he seesntiemt. The day was a success, and we put most of our
structure of education superfluous and inefficient. Hwndouts on the MDUSD Home Page under Technology
believed that the interaction only at the school site levelGgnter. ttp://mdusd.cccoe.k12.ca.us

necessary for effective education of children. .
y So here we were at two weeks out, once again exclud-

Although | stated that this was my interpretation afig Ygnacio Valley High, and we had only five sponsors
what he said, others indicated that they heard the sdordive campuses, 47 volunteers for 29 campuses and four
message. To say the least, my personal interest in NetDaganizers for four campuses. This is not a good base for
was somewhat lessened by knowing that | was participatany NetDay projects in a district our size. Asyourecall,
ing in a project that was intended to subvert the procesalout this time the intense publicity began throughout
which | have dedicated part of my life. California concerning NetDay. Sun Microsystems had a

Also, John and Michael could think of more ways t%ig test project at a school in East Palo Alto which got

keep you busy than you have ever thought of. My reaa%%?cl):rWIeern::LZr':t\I/(\?gr.e Tfewtetirziurv(\j/:}?es ?er:sds rrleel\;vzgsgers N
was a simple one: “l already have afuIItimejobthatIcatsﬂ'I 9 9 9 yp :

keep up with.” Another reaction which putme intoaslow We had planned to have a conference “post mortem”
steam was “Where were you guys when we were goioig Thursday, February 29. | showed up but none of my
through our huge budget cuts five and six years ago?” dmmittee did, so | walked back to my office knowing
needed corporate support for improving education timat | had a full desk of work on at least a thousand
California so we could produce better workers, butptojects. Then the phone rang at 3:30PM.

seemed that that was not a fashionable |deathen—ornow.I answered “This is Perry,” my usual greeting. The

Now back to NetDay. Our committee set up ‘eice on the other end said, “This is Tom Killen calling
tracking system so we could find out about the level wbm the White House. |just wantto let you know that the
volunteering for our schools. Asyou know, the processHgesidentand Vice President may be visiting your Ygnacio
very painful if you have a lot of schools. Valley High School on NetDay. Thisis just a “heads-up”

No totals by school were available and there was 1;%you. I said, “Okay, we'lltake care of them.” Thatwas

| ,
vy ol unovasriey aciedto e nemetsgn e 11U 5 el | ade ¢ beine o e
We also began earnest work on the Planning Conferen ' P

We sent out invitations to all volunteers via e-mail and oUnciI meeting, butl told his secretary about the calland
our school site technology coordinators, principals aﬁ%e said she would get back to me shartly.

other faculty. Each of the committee members had a role A few minutes later, she said for me to come to the
to play. Unfortunately, coordinating was a chore as we 8lliperintendent’s office. | went in. He said to close the
lead busy lives and meeting time was hard to come bgioor, have a seat and continued, “Now tell me about this

February 24 came and we had 57 people at (gmone call.” 1did, and he said, “So much for security.” It

conference. The crowd was equally divided betwe%%ems that the previous afternoon the County Office of

volunteers and staff. It was a good day. We started (gl/ucanon had been contacted. They in turn recom-

discussing the need for a technology plan for each site and (See “President’on Page 6)
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President

(Continued from Page 5)

mended Ygnacio Valley High in Concord and put theolice.
White House in contact with my Superintendent. He

agreed that the site was a good one as campus security Wg
controllable there and they had had a pre-election cams
paign appearance by Vice President Bush in 1988. @féd
didn’t know if this was a “go” or not. ed

éfter a conversation about what these planners wanted
0, we all adjourned to a tour of the campus and to see
experience the physical work place and NetDay job to
one. These people knew nothing about our business,
so we needed to explain what NetDay was all about, why

Friday was an interesting day. The NetBzlyam- it was important to schools, what the benefits were to
pionfor the campus visited me with a problem. He hadducation, what it means to “wire” a school, why the job
major issue with one of his sponsors over a deliverabléas complicated, how to open a computer, why we
Frankly, | once had a problem with this particular vendoreeded to put special cards in the computer, how we
We discussed a strategy, and he left planning to exeadanected to the Internet, why Internet access was impor-
the plan. 1, of course, was aware of the potential visit anht, and other related issues. We walked the whole job
it appeared that he was not. | certainly was not planniite and talked about who would be working where. Of
to tell him and put even more pressure on him over ttwurse, when you have a number of adults in business
weekend. By the way, Charlie (the NetB@lyampion) suits walking a campus looking “official,” the students
and | had gotten to know each other quite well as he waally get curious. The Re-election personnel mentioned
a member of the District NetDay Coordinating Commitvhat the visit was all about and the news traveled quickly.
tee and we had both attended the NetDay96 CEDPA Sifte school administration knew all about the visit and
meeting in San Jose. We spent many hours of highwegs part of the planning with both this group and the
time together. Secret Service.

On Monday morning | got a call from him reporting Late in the meeting and before we took the tour, we
what he had done. He had completely changed aere joined by a person from Sun Microsystems. He
strategy. | thoughtthis was odd but his new approach veasompanied us on the tour. As we moved from one place
consistent with his personality and was worth a chant@the next, he began to suggest alternatives and changes
Later that day, | got a call from a member of the Presidémihe schedule of events. At one point when Charlie was
tial Advance Party inviting me to a meeting on Tuesdayéaplaining the fiber backbone wiring, the Sun representa-
discuss the visit of the President and Vice President totive suggested that “we really ought to have that part
school. It sounded serious to me. Charlie called a sHorished before NetDay as it was key to going on-line for
time later and asked what | was going to do at ten o’clattie building the President was going to work in.” | could
Tuesday morning. | told him that | was going to be at lése Charlie begin a slow steam. After a bit, he lost his
school in a meeting. He said that he wanted to make seraper, saying something to the effect that he had been
I knew aboutit. I guess he had learned about the Presideorking on this project since before Christmas and it was
tial visit that Monday morning. It certainly made his little late for someone to walk in five days before the
response to the vendor make sense. event and begin telling what ought to be done.

We met with a team from the Presidential Re-election We proceeded to the Library where just the day
Committee. Itturns out that whenever the President vidigfore the ISDN line worked for the first time. As you all
a state within six weeks of a Primary Election, the vidifiow, Pacific Bell does it right the first time. Not! We
must be paid for by the Re-election Committee. We nf&w the CUSEEME operation over the ISDN line, and we
a local person who was to handle the press, three Wdegtned that the President was to connect with Secretary
ington based people who were to handle the press and plagommerce Brown and Secretary of Education Riley
the entire trip and two White House Communicatior®er the Interneton NetDay as they would be in California
people. | recognized their hair cuts and sure enough tR#aiting his connection. The Sun representative said that
were Army personnel assigned to the White House Cotfis arrangement (the ISDN circuit) was just too slow and
munications detail. | had a friend in my past life who di@rky and what we needed was a full T-1 and a better video
that, so | had some basis for my guess. Interestingly, @gdivery. | pointed out that the last cable pair on the entire
Secret Service was missing. It turns out that they w&Rmpus was used for the ISDN line, and if anything was
having a meeting at the same time with the Concord City (See “President’on Page 16)
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NetDay96 Success Stories...and Otherwise

Activities: Many school agencies enhance their connectivity. Good project organization,
a pool of volunteers and corporate sponsors were tantamount to their achievements.

Addison Ching

NetDay96 was a large success for many school agsupplies.”
cies. Those districts and county offices that chose to go

«all out” with planning and preparation for NetDavoe Bennett's closing remark summarizes the sentiment
: P 9 P p L I many technologists whose efforts with network
benefited the most from the day’s activities. A common - : :
) . nterconnectivity have been given a jump-start from
thread running through success stores points to a clga s . N
L ) etDay96: “I'm looking forward to NetDay97.
definition of what was to be accomplished on that day,

realizing that in most cases NetDay96 could not possibly Santee School District in San Diego County took a
resultin the development of a total networking infrastrudifferent approach when deciding what their NetDay96
ture and connectivity for the agency involved. goals would be. That district is in the middle of a project

t9 connect the district's administrative sites and develop
Ann Murphy, a spokesperson from KQED, one of , , o :
a “sample” school whose network connectivity design

NetDay96_s Sponsars, speaks of Ehe huge SUCCESS- O be replicated in other schools throughout the district.
NetDay96 in our California schools,” and goes on to staﬁe

: . ealizing that site wiring efforts slated for NetDay might
that the NetDay96 web site has been updated with alo 8nfaﬂict with the district’'s overall plan under develop-

new information about the MarcH @ctivities, including . . )
News, Snapshots From the Schools on NetDay, n nt, their NetDay96 goal was to install Wiremold and an

. L outlet box in each of the district's classrooms.
School Diaries on each individual school home page.
“A few examples of interesting success stories lo- John Tofflemire, Director of Educational Projects,
P 9 reported that their NetDay efforts began at 8:00 on March

cated on school’s diaries are Sir Francis Drake HIgh9_and by noon, installation of the Wiremold and outlet

San Anselmo, Balboa Magnet—Northridge, Sierra Madre ; o .
. Oxes was complete. “Santee District... installed wiremold
Elementary—Sierra Madre, Ivanhoe Elementary—L

: : . and outlet boxes in 320 rooms. This was tremendous and
Fairfax Senior H'gh_!,‘A’ and Brooklyn Avenue EI'everyoneis now wondering when we will be on line,” said
ementary School—LA,” reports Ms. Murphy. John

A straw poll of MIS directors and other technologists : : :
throughout the state that were involved with NetDay%(SerSklp Sharp, Director of Information Management

rovided some interesting comments. Effective NetDa vices for the San Diego County Office of Education
b 9 : id that no particular NetDay96 activities were slated for

activity organization, volunteer recruitment and partiC{- at office. “We've been having NetDay for the past few

pation and support from corporate sponsors seemed to be ', . . ) )
the major factors for achieving NetDay success. years,” reported Skip, referring to that county’s ongoing

efforts to provide San Diego districts with networking and
Bennett Kayser from Pasadena Unified School Disennectivity assistance wherever possible. That County
trict reported that “NetDay96 was a huge successfeltows the State’s model for making available Internet
Pasadena USD. Sixteen of our 30 schools had well ogennectivity and services to subscribing districts. In
200 volunteers to wire 5 or more classrooms.” addition to direct connectivity for school agencies through
heir Intergate server, their overall plan calls for toll-free

He continued, “The volunteers included parents, I o b q able t hool staff and
neighbors, alumni, and staff and/or students from Pa 1alup access 10 beé made avaliablé 1o school stalt an

dena City College and Caltech, and District staff.” aculty through strategically-placed modem phone banks
' located throughout the San Diego County.

“There were also volunteer technicians from JPL, Pac

Bell, PacLink Communications (a Pasadena Internet S§r- hr/\lé)nt?beltiodUnlfled SCth(I)II\ID'tS[;”ng‘ L(\ﬁ Avcgflesbl
vice Provider that offers English/Chinese bilingual Intern punty aiso ha aS}’JCCGSS Ut Netayso. € were able
ire two schools,” reports Larry Mueller, Director of

access),” said Bennett. “ Eight more schools are plannf? tion Svst “Bell Gard £l i ired
to pull Cat5 cable within the next month. We had spons plormation systems. "bell Lardens elementary wire

for 14 of our NetDay kits, as well as other tools and (See “Success” on Page 8)
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Success

(Continued from Page 7)

two complete buildings, 6 classrooms, a lab, teachemnputers for the English department. They wanted a
lounge, and six offices,” reports Larry. “They had aboptace where students could go to use word processing.
20 volunteers, mostly from the Gas Company and Ambi-

. “By the end of the day, with the help of about 70
:ir:(taData Technology. The Gas Company sponsored tr\]/%runteers, MHS was well on the way. They had 20 PCs

networked with NT Server and Windows for Workgroups
“Montebello Intermediate School wired a twentyunning Word 6.0. Workgroups, DOS 6.22 and Word
station lab in the library and several offices. They hagere donated. We received a NetDay Kit from the OCDE
about 12 volunteers, with Southern California Edisq@range County Department of Education-ed.3PM on
sponsoring the efforts at their site,” said Larry. March 8, which we didn’t use on the 9th.

Larry has already implemented Internet support ser- “By 4:30 on Saturday, | looked at the NetDay Kit
vices for his district. A Compaq ProSignia Pentiumitting untouched under a desk, and then | looked at all we
server running the Windows NT Server 3.51 OS hosts tied done, and | thought that putting in that NetDay Kit
district's domain name service, electronic mail servicepuld have been much easier! However, MHS is thrilled
World Wide Web sitewyww.montebello.k12.ca.usand to have the lab and it certainly is more useful than a few
acts as the proxy server for the district’'s web browsimgres that go from here to there.

clients. “On a side note, half a dozen workstations were

By contrast, some districts made the decision to deferoked up on NetDay to the Internet via the District's
NetDay activities to some future point in time. Philigialup service at the District office.”

Tsol-A-Sue, Information Management System Adminis- Greg Lindner, Director of Information and Technol-

tc¥gy Services for Yolo County Superintendent of Schools
YCSS), provided a snapshot of activities at their county
ﬁ‘ice, including some of the efforts they made to assist

reported that their district had a few"Lhour calls from
volunteers wondering how they could help and to s
what the.dlstncts pla_ns, were. Phil reports that aft ir client districts. “All-in-all ours was very success-
consultation, the district's Assistant Superintendent 1" he commented

Education Services made the decision that OUSD would '

not participate in NetDay96. “We were able to get 6 Netday kits donated which we
e dispersed throughout the county. Davis USD had several
Another school district in Orange County, the Hur\'/'olunteers and worked on wiring 4 schools. Winters and

tington Beach Union High School District, had a produgy oodland USD utilized the day as a Technology Faire to

Yow the public what their plans were and what the
gaining access to the Internet. Wray Miller, the district P P y

) . : . c?.lrrently had in place. YCSS wired our Greengate Site.
Data Processing Director, provided a synopsis of thWe had generous donations from vendors and several
NetDay project.

volunteers as well. If we paid to have the Greengate Site

“Our principals met with District personnel in mid-wired it would have cost us between $4000 and $5000 for
January to discuss Netday. At that point we had aththe materials and labor.” Greg concluded, “So...yes -
volunteers or sponsors. We decided to concentrate voliinvas quite successful.”

teers at one site if we got any volunteers. Marina High Elk Grove Unified School District (EGUSD) also

School had a volunteer-works-in-progress under w Yjoyed a great NetDay96. The Director of Information
already and we felt Netday might help focus attention %rf/stems Charles Burns, summarized their NetDay ac-
it and get it jump started. fivities : ’

“Throughout the last year, MHS had accumulated —
tons of old used computers, parts and printers. A lot of it =K Grove USD has setup a partnership with AT&T

has come from Rockwell and some items were purcha 16646\7\7 ?n F(;ic:_ay M;rcf 8, 1996 “Netday9”6 r[]Eve",
with the help of a foundation recently established. Tﬁé& Ireless delivered 5 Laptop computers, cell phones

goal for Netday was to upgrade the computers to 38§%d cellular modems to Elk Grove High School. These 5
with at least 4AMB RAM and establish a lab of networked (See “Success” on Page 19)
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Update on Breakout sessions....

WEDNESDAY BREAKOUT SESSIONS

Room A B C D
11:00 A.M. George Arayc”_wl Charles Burns Eric Boutwell Ken Chapman
Desert Hot Springs| Elk Grove Unified |San Francisco Unifidd Beardsley
1:30 P.M. Linda Wilson Bill Honniker Farley Stewart
Zuk San Diego Unified | Internet Products Bay Area Networks
2:45 P.M.
4:00 P.M.
THURSDAY BREAKOUT SESSIONS
Room A B C D
8:30-A.M. Macro Educ. Systems
FRIDAY BREAKOUT SESSIONS
Room A B C D
9:15 A.M.

We still have a need for more breakout sessions. The above table shows the time slots available. We would like to
include the breakout session schedule in the Conference Announcement which will go to the printer in late June or
early July. Please reserve your time early. Put your name, phone number, school/district/company in one of the time
slots above, mail or fax it to me, and | will contact you for the details. If you prefer, you can simply fill out a Call

for Speakers form contained in this issue of the DataBus.

Some suggested topics for breakout sessions: hardware and network maintenance issues; Internet—access, securi
forms capability, etc.; software support issues; help desk—anything you know; student system software successes
and/or failures; financial and/or payroll software using client server technology; software training offered by your
district/ COE; your plan for NetDay96; standardized account code structure; millennium issues; classroom technol-
ogy. There are many topics common and of interest to us all. Get your reservation in early. Mail or fax or E-mail
me at:

Ventura County Supt. Of Schs. Office

5189 Verdugo Way

Camarillo, CA 93012 Phone: 805-383-1954 Fax: 805-383-1997
E-mail: acosta@vcss.k12.ca.us

Breakout Sessions - Why YOU Should Make a Presentation

If instant fame and fortune is your desire, you won't get it by making a presentation at the CEDPA Conference.
However, if you eliminate the fortune part from “fame and fortune”, you will become famous (or infamous) in one
brief 45-minute period of time.

Perhaps you could talk to us about your district’s approach to NetDay96. By the time of the conference, you will
certainly know whether you took the right or wrong approach. If it was a success, let us know your secret; if not, let
us know the problems encountered and what you would do to avoid them next time.

How are you handling the approaching millennium change? Is your software all ready for the big day? If you feel
secure in your resolution to this potential problem-—let us know.

Do all the classrooms/teachers in your school or district have access to the Internet? Let us know how you achieved
that success. Perhaps a teacher could make a presentation with you to explain all the advantages the Internet he
brought into his/her classroom.

There are many, many subjects on which you could make a presentation. We will all benefit from your experience.
If you would like, you may contact me to discuss the topic you are thinking of before you commit yourselfto a breakout
session. My phone number is 805-383-1954 or you can E-mail me at acosta@vcss.k12.ca.us.
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Call For Speakers

California Educational Data Processing Association
36th Annual Conference
October 16-18, 1996
Marquis Hotel, Palm Springs, California

Would you be interested in presenting at the 1996 CEDPA Conference? Breakout
sessions are being developed and many opportunities to speak are available. If you have
a unique application, experience in implementing new technologies, budget saving
ideas, or an information management or technology story to share, please consider
presenting a breakout session.

Some sample topics are:

«[COMPUTING IN THE CLASSROOM - Collaboration between MIS and
Educational Technology

* SUPPORT ISSUES - Help Desks, Training

= NETWORKS - LAN/WAN connectivity involving the Internet, Novell, AppleTalk,
UNIX, Windows NT

e SECURITY ISSUES - Use policies, firewall construction, proxy servers

If you are interested in being a presenter, your participation could help make the 1996
CEDPA conference a real success. Suggestions for additional topics or items within
topic areas are welcome. Please contact Judy Acosta, speaker chairperson, at (805) 383-
1954, by FAX at (805) 383-1997, or by Internet e-mail at acosta@vcss.k12.ca.us.

TOPIC:

Topic Description:

Overhead Projector? YES NO Other A/V Aids? YES NO

Explain:

Presenter's Name:
Title:

Organization:
Address:
City/State/ZIP:
Phone No.: FAX:

MaiL 1o Jubpy AcosTA, VENTURA COUNTY SUPERINTENDENT OF SCHOOLS,
5189 VerbUGO WAY, CamARILLO, CA 93012

OR CALL (805) 383-1954
\S Y,
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As Time Goes By

Technology: Changes affect County Office processing and organization, but user needs
must still be met.

Judy Acosta, Ventura County Superintendent of Schools

The Ventura County Superintendent of Schools Gfperators went away. On line processing removed a
fice has offered Student Personnel Services to user tismendous workload from the data processing depart-
tricts/schools since 1968. | was hired in June, 1971, fmgnt, and the resulting loss of personnel was sad but
VCSS, as a secretary to Jack Totheroh (whom somenetessary.
you “old timers” willremember) and was also assigned to
process the student standardized testing that was doqﬁg

the time—my first experience with student systems. T a%tudent system that is “cut and dried”. Many people

was almost 25 years ago, and that same student SySthﬂﬁ?( that all a student administrative system does is take

about to “die” in June of 1996. Should we be happy a0fendance and reporta.d.a. Those of us who have worked
throw a party, or should we be sad and hold a wakcq

Probably a little of both, The system needed a lot Pselywnh these systems know better. Attendance is the

) Ot @bt of the problems encountered. | will miss the VCSS
attention—actually, a new one was needed. But, it has

rovided me with lots of challenges over the years, an lljdent system with allits complexities. However, VCSS
b . ge ney ! as formed a business partnership with Macro, and we are
have met and worked with lots of interesting people.

supporting their student systems in Ventura County. Al-
In the beginning-everything was batch processinghough different, student systems will still be a part of my

All of our work—from payroll to student attendance wasvork life” as well as other assignments.

coIIectgd on paper and/or h.OIOch Cafds- I th? data did There have been so many changesin technology these

not arrive in card format, it was quickly audited ant§$

l have learned over the years, that student administra-
systems are very complex. There is very little about

nverted to card format. There was little that couldn’t ast twenty-five years that when you let your mind
convertedto cardtormat. fhere was littie tnat cou eander back, you become truly amazed. What does not

e b lfinge is e beic ned of e customer—atendanc
grai p P 9 p%ccounting, scheduling, mark reporting, transcripts, etc.

Enent. I yoij_ever found yourself V.V'th spare time or e have downsized our data processing departments and
non-urgent” job, you were very quickly assigned to an

empty keypunch machine and taught to verify the work ?nsferred the workloads to the customer, usually based
ply keypunct 9 7 n user request. Sometimes | wonder whether users are
the more experienced operators. At certain times of

year, such as priof 1o second semester, there woul pier being in total control of their “own” systems. One

tables of locator (schedule) card changes in boxes. heg know for sure, they have a lot more work to do.
boxes would be lined up in the order that the changes were Providing users with what they need has always been
received from the schools. Atthattime, on our student filgr goal at VCSS, and that will not change. It will simply
was just under 200,000 students, so you can imaginetgiee a different direction. The structure of our organiza-
stacks of paper. Of course, payroll and accounts paydisie has changed and continues to change, and | believe
always took priority, so it seemed that we were alwaysthat it is for the best. It's time for “out with the old and in

a catch up mode with student processing. There wagith the new” so let’s discover new ways to be of service
tremendous amount of work to be done and overtime wa®ur users and see what the next 25 years bring.

the rule rather than the exception. In all honesty, | have to

say that | had areally good time. We worked hard, and we

played hard as well. Lots of laughter and camaraderie, I1.
could be that | was young and foolish and needed i@ndows 95 Update Released

money | earned working overtime. Whatever, there were Microsoft has released the Microsoft Windows 95

lots of good times. Service Pack 1 Update. This update contains several

The student, payroll, and accounts payable systemswtor bug fixes involving OLE32, Shell, Common Dia-
VCSS evolved to on-line processing over time, and tlig and File and Printer Sharing. The update is available
need for keypunch operators and off line equipmenom Microsoft's web sitewww.microsoft.com.
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Cisco Systems Committed to Education

Direction: Vendor dedicates itself to supporting California school agencies.

Sue Mangiapane, Cisco Systems, Inc.

Who is Cisco? Cisco Systems is the leading glob@ittest global technology developments in recent history.
supplier of Inter-networking devices including router$n just the past few months, the industry has seen an
LAN and ATM switches, dial-up access servers, amgtonishing array of developments, some expected, some
network management software. These products, intég surprises. With the tremendous amount of informa-
grated by the Cisco I0S software, link geographicallipn out there to keep up with, understand, and make
dispersed LANs, WANSs, and IBM networks. decisions about, it is our pleasure to invite you to Cisco

Cisco, as a corporation, is uniquely dedicated ggstem's Seventh Annual User Symposibietworkers

Education, and Cisco’s exceptional product line securesa Forthree full days, you get virtually unlimited access

school’sinvestmentwhetheritbe connectingtotheIntertIf?etthe best network training and information resources

: . |

today or allowing for growth for future networking oppor"-jlssembled anywhere in the industhpsolutely FREE

tunities. Keynotes include Cisco President and CHEShn

I&qmbers technology guru and MIT lab directdicho-

: . : Negroponte and network security expert and author
Ily f hools that de ad th fint ) ) .

claly Tor Schoo's that provide advice on the use otnter Efford Stoll. The rest of the time is packed with

resources within the schools and explains how to le . . . .
more about schools getting connected to the Internet.te‘:hr.1ICaI OVEIVIEWS, v_vorkshops_, dem_onstratlons, engr-
neering sessions, and informal discussions. Attendance is
Here in California, Cisco has also dedicated thrggited and registration will close as soon as courses are
individuals to work with and Support the schools. DeVQl]" This year’s Symposium isin Da”aS’ Texas’ May 7-
opment of Newsletters, Web Resources, and Regiogal 996,

Seminars are just a few of the things available through For more information, call 1-800-NETWKRS (638-

them. More importantly, Districts have access to high . i .
trained WAN Design Engineers to help with individuagol77) or visit the web pagtp:/fwww.cisco.com/nwa6/

site planning and implementation.

For more information on your local resources pleaS¢e Manguapane is Account Manager for Cisco Systems, Inc.
contact Her e-mail is smangiap@cisco.com.

Cisco has established several help resources e

Sue Mangiapane (714) 789-5006
Jill Nelson (415) 439-2529

-
Laura Reynolds (415) 377-5695 ! COMING EVENTS

Cisco s also very well known for its customer suppd|t * SIG Meeting (South)
and high degree of customer satisfaction. The resoufftes  April 18, 1996
committed to these areas of Cisco’s business have fegen  Marquis Hotel. Palm Springs
specially tailored to the unique needs of Education. *SIG Meeting (North)

The Education Helpline is at 8B00-EDNTWKS or ca] May 8/10, 1996 (TBA)
(800) 888-8189 x22859 and you will be connected wfh __San Jose/Monterey (TBA)
Todd McNeal, the inside Cisco product representative |pr® S!G Meeting (South)

the West Coast. June 5, 1996 .
i . . ] Hotel Del Coronado, San Diego
For information on Cisco products and servicq, , gi Meeting (North)

consultthe C_isco Connection Onlin(_a (CCO) We_b serve at July 10/12, 1996
http://www.cisco.com or send questions regarding Cisg Location TBA
Educational Programs to edu@cisco.com.

» Annual Conference

Networkers 96 October 16-18, 1996
Marquis Hotel, Palm Springs

As Networking Professionals, you are a part of t\N J
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Security Flaw in Netscape Reported

Java. Applet Security Manager bug allows data on your hard disk to be seen remotely.

Addison Ching

If you use the Netscape Navigator browser versi@tonnection to an arbitrary host on the Internet. Inthese
2.0, you need to be aware that there is a bug in Navigatava implementations, the Applet Security Manager al-
2.0 (beta and released versions) that may compromiseléives an applet to connect to any of the IP addresses
security of your computer’s data. associated with the name of the computer from which it

Members of CSUNet received the following e—maﬁame' This is a Weak.e'r policy t'han the sFated policy and
eads to the vulnerability described herein.

message early last month from the Computer Emergency
Response Team (CERT), a unit of the Defense AdvandedImpact
Research Projects Agency (DARPA) that was establish

in 1988 to address computer security concerns of researel
users of the Internet.

a applets can connectto arbitrary hosts on the Internet,
ding those presumed to be previously inaccessible,

such as hosts behind a firewall. Bugs in any TCP/IP-

From: cert-advisory-request@cert.org, Tue, Mar 5, 19868sed network service can then be exploited. In addition,

services previously thought to be secure by virtue of their

CERT(sm) Advisory CA-96.05 location behind a firewall can be attacked.

March 5, 1996 . Solution

Topic: Java Implementations Can Allow Connections to
an Arbitrary Host

To fix this problem, the Applet Security Manager

must be more strict in deciding which hosts an applet is

The CERT Coordination Center has received reports Oa%lf%)wed to connectto. The Java system needs to take note
he actual IP address that the applet truly came from

vulnerability in implementations of the Java Applet Se- . ) )
curity Manager. This vulnerability is present in th etting that numerical address from the applet’s packets

Netscape Navigator 2.0 Java implementation and in Ko the applet is being loaded), and theregfter allow the
lease 1.0 of the Java Developers Kit from SueHopIet to connect only to that same numerical address.
Microsystems, Inc. These implementations do not coile urge you to obtain vendor patches as they become
rectly implement the policy that an applet may connetailable. Until you can install the patches that imple-

only to the host from which the applet was loaded. ment the more strict applet connection restrictions, you
should apply the workarounds described in each section

The CERT Coordination Center recommends installi
) ow.

patches from the vendors, and using the workaroundI

described in Section Il until patches can be installedA. Netscape users

As we receive additional information relating to thiSor Netscape Navigator 2.0, use the following URL to
advisory, we will place it intp://info.cert.org/pub/ learn more about the problem and how to download and
cert_advisories/CA-96.05.README install a patch: http://home.netscape.com/newsref/

, td/java_security.html
We encourage you to check our README files regularfy Java_secinty

for updates on advisories that relate to your site. Until you install the patch, disable Java using the “Secu-
rity Preferences” dialog box.

I. Description B. Sun users

There is a serious security problem with the Netscapeatch for Sun’s HotJava will be available soon.

Navigator 2.0_Java implementation. The yulnerability Sntil you can install the patch, disable applet download-
also present in the Java Developer’'s Kit 1.0 from SH{b by selecting “Options” then “Security...”. In the

Microsystems, Inc. The restriction allowing an applet ¥ ter desired security mode” menu, select the “No
connect only to the host from which it was loaded is nQ{ - ogs

properly enforced. This vulnerability, combined with the
subversion of the DNS system, allows an applet to open (See “Netscape” on Page 14)

option.
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Netscape
(Continued from Page 13)

In addition, select the “Apply security mode to appl&ISENET newsgroup comp.security.announce

loading” to disable applet loading entirely, regardiess et)pyright 1996 Carnegie Mellon University. This mate-
the source of the applet.

rial may be reproduced and distributed without permis-
C. Both Netscape and Sun users sion provided it is used for noncommercial purposes and

If you operate an HTTP proxy server, you could alége copyright statement is included.

disable applets by refusing to fetch Java “.class” filesCERT is a service mark of Carnegie Mellon University.

The CERT Coordination Center thanks Drew Dean, Ed What does this mean?

Felto.n: anq Dan Wallach of _Prlnce_ton University for The holes are in the Netscape and HotJava Java
providing information for this advisory. We thank

o ) . Aﬁ)plet Security Manager's handling of JavaScript, a

Netscape Communications Corporation, especially JeCri tina lanauage develoned by Sun Microsvstems that
Truehaft, and Sun Microsystems, Inc., especialzy bting fanguage ped by su y

) : ) nables real-time interaction with displayed web pages.
Marianne Mueller, for their response to this problem. . ) . .
Features such as moving billboards and interactive games
have already been developed and are available from
If you believe that your system has been compromisedrious websites incorporating the Java enhancements.
contact the CERT Coordination Center or your represen-
tative in the Forum of Incident Response and Securli;[,x
Teams (FIRST).

Researchers at Princeton University discovered an
plementation flaw with the Java Applet Security Man-
ager. This discovery shows that the Domain Name
We strongly urge you to encrypt any sensitive inform&ervice (DNS) of your network can be subverted, allow-
tion you send by email. The CERT Coordination Center
can support a shared DES key and PGP. Contact the
CERT staff for more information.

Location of CERT PGP keyftp://info.cert.org/pub/ ; ; . .
CERT_PGP.key Education First Highlights

CERT Contact Information Paul J. Sosa, Pacific Bell

(See “Netscape” on Page 15)

On February 7 the California Public Utilities
Email cert@cert.org Commision (CPUC) approved the Knowledge Network

Phone +1 412-268-7090 (24-hour hotline). CERT IoeI§DN access rate for K-12 schools. The rate is $40.00 per
sonnel answer 8:30-5:00 p.m. EST (GMT-5) onth per line for unlimited local and Zone 3 usage plus
' ' T e cost of their ISDN access line. This means that calls

up to 16 miles will be covered by a $40.00 flat usage rate.
Certain terms and conditions apply.

EDT(GMT-4), and are on call for emergencie
during other hours.

Fax  +1412-268-6989 .
Ascend Corporation announced several new prod-
Postal address: CERT Coordination Center, Softwajéts. The Max 1800 serves 8 BRI's and a serial port that
Engineering Institute, Carnegie Mellon Univercan be configured to Point to Point or Frame Relay
sity, Pittsburgh PA 15213-3890, USA service. An optional feature allows analog PPP support.

To be added to our mailing list for CERT advisories and!S IS & perfect solution for a small district Wide Area
bulletins, send your email address to cert-advisofyStWOrk. The second product is the Pipeline 130 that
request@cert.org. supports one BRI and one Frame Relay port. These

o _ _ products are excellent low cost alternatives to traditional
CERT publications, information about FIRST represefyyters.
tatives, and other security-related information are avait=

i Paul J. Sosa is a System Designs Consultant, Educational
able for anonymous FTP froftp://info.cert.org/pub/
y ftp g'p Services for Pacific Bell. He can be reached at (213) 975-2287

CERT advisories and bulletins are also posted on tiveby e-mail at pjsosa@pacbell.com.
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Netscape
(Continued from Page 14)

ing a Java appletto make an arbitrary network connectiQuestions file about the CERT Coordination Center and
This is done by confusing the correct computer nameswork. Tech tips about anonymous FTP configurations
with their actual IP addresses, a process known as Difsl packet filtering can also be obtained, as well as
Spoofing. security-related software tools. FTRtfo//ftp.cert.org/

Another problem with the Security Manager, waQ:Ub/ and view th.e Ol—R.EADME file for information
discovered by a tenth grade student, who reported ﬂP(QUt CERT and its services.
problem to Netscape. By exploiting this problem, skilled
programmers could build “rogue” web pages that can gain
access to importantinformation on a client’'s computer. A
device known as a “cookie” is created on the clie .
computer’s hard drive and can be accessed later by%\@bruary SIG Meetmg Summary

web server, potentially for unscrupulous purposes. Cogic Boutwell

ies can be designed to include account information or a8y, Francisco Unified School District

other “secure” information that shouldn’t be made avail-

able to anyone, especially those doing commerce on the _ _ 1

Internet. This device allows the perpetrator to Iiterallé/lG|\|“3‘t[)<"‘3’96 was the major topic at CEDPA'’s February

monitor everything you do on your computer. meeting hosted by Cisco Systems. Twenty-nine
people attended and shared their hopes, fears and plans

Netscape supposedly fixed the bug in a subsequgRtnetday96. Michael Kaufman of Public Television
beta release of Navigator but the youth was able to rewgfgtion KQED spoke and gave a detailed history of how

his script to again perform the same cookie-grabbiRggay96 came about and how it evolved over time.
operation. Michael then addressed all the who, what, when, where

Netscape immediately responded to this situation 8§d why questions that the group posed to him. Michael’s
releasing a temporary fix to version 2.0, claiming that tegtailed responses and well thought out answers lowered
problem only affected certain versions (Windows) éRany attendees’ anxieties and got must of us thinking
Navigator. However, the “cookie” problem has bedipw we could maximize the benefit and minimize the
demonstrated to affect Macintosh versions of Navigateioblems of Netday96.

as well, substantiated by testing performed by Warren The Netday96 check off list that was part of the last
Williams. Databuswas distributed at the meeting for all attendees

Netscape subsequently released version 2.01 of NJ¥l0 had not seen it or needed a second copy. The check
gator around the middle of March. According to inform&ff list was a big help to many of us in that it was a

tion available on their website, this version fixes t{&minder of all the things we needed to do to make
security flaws with Navigator. Go ttttp:// Netday96 a successful event for our district and schools.

home.netscape.confior additional information and the | pelieve the most beneficial part of the meeting was
updated files, available for platforms including 16- anghen we opened the meeting up to general discussion.
32-bit Windows and Macintosh. Their Security Enhancgye shared with each other what plans and ideas we were
ments web pagehttp://home.netscape.com/newsref/ considering for Netday96 followed by a general discus-
std/java_security.html) provides information about thesjon of wide area networking (WAN)and local area net-
JavaScript bug in Naviagtor. working (LAN). The number of ideas and the creative

CERT is a stockpile of security-related informatiogolutions that come out of this kind of interaction is
about the Internet. Available from CERT’s FTP serv@Ways inspiring. Although I went into the meeting think-
are guides published by the National Institute of Stafd | had a good solid plan for Netday96, the additional
dards and Technology (NIST) relating to computer Jaeas t_alked about at this meeting helped me to signifi-
ruses and related threats, and the protection of infordf@ntly improve my plan.
tion resources. Also available are all the advisories issued | would like to thank Cisco for hosting this meeting
by CERT, vendor-initiated bulletins that deal with seciand giving all of us who wished to stay after a tour of their
rity problems and solutions related to the vendors’ respéagility. |look forward to seeing many of you again at the
tive platforms and systems, and a Frequently Askadxt SIG meeting in Palm Springs.
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President

(Continued from Page 6)

to be added to the campus it had to come from the stiesp education.
and we certainly didn’t have the money to pay for that

) Our Curriculum and Instruction Director had loaned
project.

Mac to Charlie to help with logistics. Charlie was the
The school library was to have virtually all of itsnost sought-after person in Concord. He was being

furniture removed so that a wide screen video operatimombarded with questions from all sides and with inter-

could be set up for the press. Other talk was about a seriew/s with the press. Heady stuff for a modest cabinet-

of large screen computer monitors for various peoplerttaker who just had a vision for helping kids.

use. lonce again explained that none of this was available

. . o , All of the “big guys” were falling all over themselves
in the school or in the district and that we couldn’t affort help. “What can we do, how can we help, what do you

to buy it. The planning was proceeding with grand ideﬁged?” Sun, Apple, and HP appeared out of nowhere

mm were well outside of the reality schools Operaﬁ%aring gifts. Software companies appeared with their

giftsand demands. Surely, the President will need to work
The tour broke up a few minutes later and all partiagth something better than THAT!

agreed that we would meet again on Thursday at ten, Just.l.0 his credit Charlie made one big statement, “If it

two days before NetDay. By then the planning pagﬁmes on this campus, it stays on this campus. Ifit's good

would have the Pres'de’?‘ S itinerary fully outllned,_an nough for the President, it's good enough for the kids at
we would also have the input from the Secret SerV|ceanacio N

As each day passed, the number of volunteers for our Charlie had received commitments from White Pines

schools grew. On Wednesday before NetDay, we had §3<rtware, asoftware company, Worldtouch, alocal Internet

sponsors for six campuses, 88 volunteers for 31 campu,?sgﬁlice Provider (ISP) and Cygnus, a local systems inte-
and seven organizers for seven campuses. The prob Fator, back in December. They had been with him the
we faced was simply “too many, too late” for planning ’

Whole way, but now the big guys were muscling in on the
take place. We had narrowed the work down to two h! ow. Raw economic power was being exhibited because
schools where work would be done and two more hi . .

. e President was coming.

schools where planning would be done on NetDay. Other
campuses were getting close to being ready but they On Friday, the three of us who were to be press
clearly could not go on NetDay. The last minute voluiolunteers met at the campus to review our “pitch.” |
teers were especially ready to work, but it was just too lataived just as school was out and stayed on the campus
for any preparation. | directed some of them to tiier about an hour. It was the most interesting surreal
Championat Ygnacio Valley. The worst of our dreamscene. All of the normal Friday afterschool events were
were beginning to take shape. Except for Ygnacio Vallegcurring—a baseball game, flag girls practice, loitering
High, it looked like a great opportunity to make all of u&hd matchmaking. In and among all of these normal
in education look badly. events, a stage was being built, walls were being painted,

On Thursday morning at 6:30AM, | called Charli%elephone wire was being strung for the press, fences were

bout th lunt ituation. He broke the n i oing up, windows were bring covered, drapery and
about the volunieer situation.  He broke e News 10 Pty nors were being hung, sound systems were being
that the Secret Service told him that he had too m Y
E}h ted, etc.
volunteers for them to control and he would have to cutthe
list. He said he would have to cut the list even from the Saturday morning dawned clear after a couple of
original group. weeks of off-and-on rain. | picked up Mac at the Pleasant
i __Hill BART station at 6:45AM. We saw long lines of
At the meeting, on Thursday, all of the players in tgiople working their way toward Ygnacio Valley High.

Pres_ldents visit were present. We went over the f rtunately, we were on the school parking list, so we got
detail of who, where, what and when. Mac Carey, ‘]Onaht in

McBrearty (the MIS director for the County Office and a

former CEDPA director) and | were to be “press volun- |wentover to Charlie Merrill to congratulate him. He
teers.” We were to help explain to the visiting press wiiid, “You know, Perry, this thing got away from me.”
NetDay is all about and how this volunteer effort was to (See “President” on Page 19)
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The Great Internet Virus Hoax

Scare: Needless alarm caused by perpetual “warning” messages about “Good Times.”
Addison Ching

Dr. Robert Jones, Senior M.icrocomputer_ ConSUIt"?"mere is a computer virus that is being sent across the Internet.
for the Los Angeles County Office of Education submitSyou receive an e-mail message with the subject line “Good
the following information about the “Good Times” virugimes”, DO NOT read the message, DELETE itimmediately.

hoax that perennially plagues the Internet. Please read the messages below. Some miscreant is sending
) . e-mail under the title “Good Times” nation wide, if you get
I downloaded from the net a few of the notices on thigything like this, DON'T DOWN LOAD THE FILE! It has a

hoax which included the CERT advisory. The text belowtus that rewrites your hard drive, obliterating anything on it.
appears to be the original CIAC bulletin. The author Rease be careful and forward this mail to anyone you care
now with Cisco.” about.

THIS IS A HOAX . Upon investigation, CIAC hasWARNINGHII INTERNET VIRUS
determined that this message originated from both a uBgr FCC released a warning last Wednesday concerning a
of America Online and a student at a university at atter of major importance to any regular user of the Internet.

. . . arently a new computer virus has been engineered by a
proximately the same time, and itwas meantto be ah user of AMERICA ONLINE thatis unparalleled in its destructive

CIAC has also seen other variations of this hoax, the mggfability. Other more well-known viruses such as “Stoned”,

one is that any electronic mail message with the subjéﬁr;f;"éo;gs ag? t;’?’s'ic':]aei'g';?i'ggﬁgﬁ'e;; ;c:/vma?sgjor?netr?talti?;
line of “xxx-1" will infect your computer. What makes this virus so terrifying, said the FCC, is the fact

This rumor has been spreading very widely. This sprebat no program needs to be exchanged for a new computer to
is due mainly to the fact that many people have seepegnfected. It can be spread through the existing e-mail

message with “Good Times” in the header. They delec%/étems o_f the Internet. Once a Computer is mfec;ed, one of
everal things can happen. If the computer contains a hard

. . . . . S
the message without reading 't’_thus believing that th&a‘r}(/e, that will most likely be destroyed. If the program is not
have saved themselves from being attacked. These figgfsped, the computer's processor will be placed in an nth-
hand reports give a false sense of credibility to the aleginplexity infinite binary loop -which can severely damage the
message. processor if left running that way too long.

There has been one confirmation of a person who eMortunately, most novice computer users will not realize
ceived a message with “xxx-1" in the header, but HRatis happening untilitis far too late. Luckily, there is one sure
empty message body. Then, (in a panic, because heReRy's of detecting what is now known as the “Good Tlmes
heard the alert). he checked his PC f . th fVIrlﬁs. It always travels to new computers the same way in a
_ear e alert), ,e chec _e . IS or viruses (the 3t email message with the subject line reading “Good
time he checked his machine in months) and found a pfges.  Avoiding infection is easy once the file has been
existing virus on his machine. He incorrectly came to theeived- NOT READING IT! The act of loading the file into the
conclusion that the E-mail message gave him the viroail server's ASCII buffer causes the “Good Times” mainline
(this particular virus could NOT POSSIBLY have spreatiogram to initialize and execute.

viaan E-mail message). This person then spread his al@#.program is highly intelligent-it will send copies of itself to

As of this date. there are no known viruses which ¢ Y.‘aryonewhose e-mail address is contained in a receive-mail

infect Ivth h di il E _Tile_or a sent-mail file, if it can find one. It will then proceed to
Intectmerely through reading a mailmessage. Foravigg, e computer it is running on. The bottom line here is - if

to spread some program must be executed. Readingdeceive a file with the subject line “Good Times”, delete it
mail message does not execute the mail message. ¥@sediately! Do not read it!. Rest assured that whoever's
Trojans have been found as executable attachmentsatoe was on the “From” line was surely struck by the virus.
mail messages, the most notorious being the IBM Vian your friends and local system users of this newest threat
Christmas Card Trojan of 1987, also the TERM MO the Internet! It could save them a lot of time and money.

ULE Worm (reference CIAC Bulletin B-7) and the  pgp suggests that there is a very good review of the

GAME2 MODULE Worm (CIAC Bulletin B-12). But oay and related issues and questions posted at the follow-
this is not the case for this particular “virus” alert. ing sites:

If you encounter this message being distributed on dtpy//usit.net/pub/lesjones/good-times-virus-hoax-fag.txt
mailing lists, simply ignore it or send a follow-up medhttp://www.usit.net/public/lesjones/goodtimes-fag.html
sage stating that this is a false rumor. http://users.aol.com/macfag/goodtimes-fag.html

Karyn Pichnarczyk CIAC Team ciac@lInl.gov A FAQ is also available on CEDPA’s web site.
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Viruses and the Internet

email: Origin of so-called viruses makes it virtually impossible to propogate infections.
Brian Lloyd, Lloyd Internetworking

I don’t know about you but, over the past year | haveternet coerce you into doing their dirty work for them?
received a copy of the same electronic mail message dvsually it is by offering you something, usually a pro-
and over. The message warns of the “Good Times” vigram, that you would like to have. For that reason beware
(see related article-Ed.peing propagated in an emaibf *ANY* program you receive from an unknown or
message and that reading the message is enough to infieexpected source. While | am unaware of any crackers
your computer with the virus. actually mailing a trojan horse program to someone, it can

_ ~ be done.
The short answer is, no, your computer will not

become infected with a virus by simply reading an email For the most part, programs from the major software

message so you can safely ignore this particular messagjgositories are safe. | have never received an infected
*PLEASE* do not forward it on to others! To do so is tprogram from any of the major software repositories. Use

perpetuate a not particularly funny joke. a virus scanner just in case.

In fact, in a way this annoying email message is a There is a new threat that has recently appeared. It
virus of sorts. While it doesn’t actually do anything at allirns out that some crackers have discovered that it is
on the computer, it does reproduce and replicate itselfgmssible to write a virus as a Microsoft Word macro. The
other computers. The reproduction processis aconcermedtro is embedded as part of a document that appears
human who replicates the message and sends it opddectly innocuous. When you open the document the
friends and acquaintances, who then send it on to friemascro is executed by Word. The macro makes permanent
and acquaintances, who then send it on ... ad hauseamoldifications to Word macro environment so that the
you happen to receive this message, just ignore it andcro is replicated into every word document after that.
break the chain. From then on, whenever you give a Word document to

. _someone, you infect their computer as soon as they look
On the other hand, this type of message certaiglythe document.

points out both the concern and lack of understanding

surrounding computer viruses. There are ways to send aSteps to avoid infection:

virus to someone’s computer using email. Now granted

the recipient has to actually perform an additional step 1. Never execute a program you have gotten off the
beyond reading the message in order to infect his/haiernet without first checking it with a virus checker. Be
computer but many will unthinkingly perform that Stesspecially careful of programs from the alt.binaries news

and thus infect their computer(s). group.

The key factor for any computer virus is that, some- 2. Never execute a program mailed to you as an
how, the computer must execute or “run” the virus cod@tachmentespecially ifit comes from an unknown source.
Therefore *ANY* type of program can conceivably con-
tain virus code. If you don't run the virus code, yOL*I‘

, . . irst
computerwon'tbecome infected. Mostviruses are propa-

gated by becoming attached to a popular program or gq pe careful but don’t be paranoid. Your local BBS

game, or by infecting the “boot block” on a floppy disks 3 much greater threat to you than the Internet. Use
[footnote: the boot block is a small hidden program at thgmmon sense and you won'’t be burned.
very beginning of a disk that is usually executed when the
disk is inserted and/or booted.] This sort of virus Brian Lloyd is president of Lloyd Internetworking. He is past
somewhat more difficult to automatically propagate ovehairman of the Internet Engineering Task Force's (IETF)
the Internet. Point to Point Protocol (PPP) Working Group and co-author
of The Internet Security HandbodkHe can be reached at
So how do crackers and other evil denizens of thean@Iloyd.com

3. Never open a Microsoft Word document without
disabling Word’s ability to execute startup macros.
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President Success

(Continued from Page 16) (Continued from Page 8)

We joined the other press volunteers and immediat&hl be used for internet access from all areas of the
got assigned to work the press credential desk. The psspus and can be checked out by teachers for home use.
couldn’t enter unless they showed an ID and were on dine evaluation period of the efficacy of this equipment/
list. The same entrance was being use by the VIBstvice combination will be tested through the end of this
Senator Barbara Boxer and Congressman George Miiehool year, and then all equipment will become the
came through along with our School Board and othgtoperty of Elk Grove High School. So, Elk Grove cel-
dignitaries. The press, ranging from high school reportetsrates Netday96 withwirelesssolution.
to AP/UPI/Fox, came streaming through. We were re-
leased from our duties about 9:00AM and found our w
to the scene where about 10,000 people awaited
President and Vice President.

“Additionally, we had purchased some new hubs for
k Grove Elementary School’s computer lab and on
%urday March 9, UltraLink (from Roseville, CA) pro-
vided us with all the necessary connectors to convert from

The show started shortly after his arrival and oéwpletalk to Ethernet. The entire lab was brought online
Superintendent welcomed everyone to the district awiih 10BaseT that day.

YV, as the school is affectionately known. Very few «EGUSD had over 50 people volunteer to work in our
people knew that just eight hours before he welcomed g ools that day. Since our Telecommunications Upgrade
President, ourSuper!ntendentsfatherhad passed away|ith far exceeds the goals of Netday96, we elected to
Modesto. It was a bittersweet day. continue on with our fully funded plan and redirect the

Everyone made speeches. The President left to Sh\éﬁyél_nteers to other projects,” said Charles, referring to his
hands with everyone who could reach him. |, too, got%smcrS plan for classroom technology enhancement
shake hands with both of them. He went to work—yéﬁee “Elk Grove Goes for Voice, Video and Data in Every
saw the pictures. He did his thing in the Library and th&i@Ssroom,The DataBusvol. 25, No. 3 - May-June,

disappeared. All the crowd left so only the handshakifJ!agS)

hopefuls, the press and our crew of volunteers were left Oakland Unified School District enjoyed a great
waiting and waiting and waiting. It turns out that The Maguccess, according to Gary Meissner, MIS Director for
probably had lunch out of sight. that agency. “On NetDay an amazing effort took place at

Finally, about 12:30PM Charlie shouted, “Let’s gett(5)3 Oakland Schools,” he exclaimed.

work. Team leaders gather you crews.” NetDay began at “We had 523 volunteers wire 325 classrooms! A
Ygnacio Valley High School in Concord just like it hadeally great day. Ninety-nine percent of the wiring was
been planned three months before. also terminated and tested. For many of our schools,
NetDay marks the beginning of many long-term partner-
Perry Polk is the Data Processing Director for Mt. Diablships with parents, community, volunteers, and sponsors.

Unified School District in Concord, CA. He is a formewe are going to do NetDay again in October '96.”
president and director for CEDPA and has served as an elected

Councilman for the city of Fairfield, California. That district’'s NetDay96 accomplishments are docu-
mented on their web site. Gary suggests, “Check our Web
a N\ Site at http://ousd.k12.ca.us for more info...”

CEDPA SIG Meeting

: Overall, NetDay96 appears to have accomplished
April 18, 1995, 9:30AM-3PM

) ) several things. Network interconnectivity of varying
. Marquis Hotel, Paim ’Sprlngs degrees was accomplished in schools of many districts,
A Discussion on Microsoft's NT Server providing a start and impetus for future and ongoing
and Back Office Products” activities, in spite of the supposed political overtones
contact Darryl La Gace for reservations associated with the project and its perpetuators.
(619) 589-5734 or
e-mail: dlagace@l|gsd.k12.ca.us
$25 registration fee-lunch included

More importantly, however, NetDay was the catalyst
to raise consciousness about the need for support from
volunteers and corporate sponsors to achieve the goal of
\S / connecting classrooms to the information superhighway.
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Web Site

(Continued from Page 3)

SIG meetings are now held monthly and meeting Vendor List: As vendors sign up for this year’s
information, including topics, contacts and directions, atenvention, CEDPA will post a small logo and URL for
posted. Here also, we hope to have online sign-up in gaaticipating organizations. Also posted will be any
near future. information about door prizes and assistance that an

: . rganization may want to provide for the convention.
Two new and expanding services are now offered’9 y P

Job Listings: Many IS shops need comparative data_ !N the future, CEDPA will have an area fRFP
when it comes to job classifications and postings. THgormation Some mechanism will be designed to share
new section will offer two kinds of informationJob RFP’S t0 assist members who need to draft these docu-
Descriptionswill list job specifications for district and MeNts. Itis hoped thiggislative and technical dataill
county offices. Currently available are Grossmont Uni@hS0 be posted to help keep members abreast of emerging

High School District positions, but as soon as oth&PUes.

districts or offices send in these descriptions they will be ¢ you have any suggestions about the design of the
posted. Also, this service will hopefully assist managgfgge or information you would like to place there, contact

and job seekers to remain current with respect to the k”i}\%:bmaster@grossmont.k12.ca.us. You can also recom-
of tasks required of employees across the S@ierent meng the Databus and CEDPA to others and they can

Openingshas opportunities to individuals around OYlquest membership by filling out ti@nline Request
State. There are two postings available now, but the fgfy,

should grow as the service gains in usage.

First Class Mail
CEDPA
P.O. Box 6552 U-S-PIZ?Stage
Huntington Beach, CA 92615-6552 Santa Ana, CA
Permit No. 480




